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On the Home Front  

News about individual and 
family preparedness. 

 

Staying in the Game  
Business continuity news 

and best practices.  
 

Back to School  
Emergency preparedness, 

response, and recovery 
news for schools and 

school districts.  
     

The World Around Us 
News about weather and 

other natural hazards. 
 

 Cyber Crime 
Awareness  

Trends in cybercrime, cyber 
fraud, protection, and 

mitigation. 

 

 

  On the Home Front  
NEWS ABOUT INDIVIDUAL AND FAMILY PREPAREDNESS  
 

“What should I do if I’m _________________________?” 
 
It’s a question we get a lot:  What should I do if I’m outside, or in a car, or in a building 
without a basement during a tornado warning?  This graphic (courtesy of FEMA) pretty 
well sums it up. 
 

A big change is the instructions for what to do if one is outdoors or in a vehicle.  For 
years, the recommendation for people in a vehicle during a tornado warning was to 
leave the vehicle and either seek a sturdy structure or find a low-lying area or ditch in 
which to shelter.  Now, with cars being built with so many more (and more effective) 
safety features, that recommendation is to stay with your vehicle if you cannot reach a 
sturdy building. 
 
Under a bridge or overpass should never be an option. 
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Staying in the Game  
 

FBI SHUTS DOWN RUSSIA-LINKED BOTNET 
 

Numerous trade publications are reporting that the Federal Bureau 
of Investigation has successfully carried out what is being described 
as a “pre-emptive strike” against a Russian government-sponsored 
botnet.  A Botnet is a network of private computers infected with 
malware and controlled as group without the knowledge or consent 
of the owners. 
 

This particular Botnet, called Cyclops Blink, is believed to have been 
developed and controlled by the Sandworm Team, a threat actor 
attributed to the Russian General Staff’s Main Intelligence 
Directorate. 
 

Why are we talking about this here, in the business continuity 
section?  Because this malware was installed on computers in 
thousands of companies – most of them small- to medium-sized 
businesses. 
 

Do you still think you’re “too small” to be a target . . . ? 

 

 Cyber Crime Awareness 
  

WHAT IS THE SANDWORM TEAM? 

 
Our “Staying in the Game” section 
references the Sandworm Team as being 
behind the Cyclops Blink botnet recently 
interdicted by the FBI. 
 

The Sandworm Team is usually 
attributed to Russia’s Main Intelligence 
Directorate – the GRU. 
 

They are known for destruction and are 
considered a formidable adversary, 
being (as one might imagine) both well 
organized and well-funded, with a focus 
on cyberattacks that have kinetic 
impacts. 
 

The Sandworm Team is believed to have 
been behind the December 2016 
cyberattack on the Ukrainian power grid, 
which resulted in hundreds of thousands 
of people being left without power.  They 
are also believed to have been behind 
the devastating NotPetya cyberattack in 
2017, which was estimated to have 
caused $10 billion in damages 
worldwide. 
 

Why would the Russian GRU want to 
target thousands of American small- and 
medium-sized businesses?  Good 
question . . . 
 
 

 

 

EMA Update  
 

“People make the system.”  

We are pleased to announce Director Sharp’s selection as a mentor 
with the Multi-State Information Sharing and Analysis Center (MS-
ISAC). 

The mission of the MS-ISAC is to improve the overall cybersecurity 
posture of our nation’s state, local, tribal, and territorial governments 
through focused cyber threat prevention, protection, response, and 
recovery, and to provide a central resource for gathering information 
on cyber threats to critical infrastructure and two-way sharing of 
information between and among public and private sectors to identify, 
protect, detect, respond and recover from attacks on public and 
private Critical Infrastructure. 
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The World Around Us  
March 2022 Set a Record for Tornado Reports 
 
Although some surveys are still in progress, it appears as though March 
of 2022 will set a new record for the most tornadoes ever reported in a 
single month.  The preliminary data showed 233 reported tornadoes. 
 

As indicated by the image above (courtesy of the National Weather 
Service), 109 tornado reports were received in a single day – March 30th. 
 

Severe weather outbreaks also occurred on March 5th (Iowa, Missouri, 
Illinois, and Indiana), March 21st (East Texas), and March 22nd (Louisiana, 
Mississippi, and Alabama). 

 Back to School  
WE’RE BACK! 
 

For the first time since the 
beginning of the COVID-19 
pandemic, we were allowed 
back into public schools to 
conduct our Severe Weather 
Preparedness and Safety 
presentation for students. 
 
A big THANK YOU to Daniel 
Boone Elementary and Warrior 
Ridge Elementary (both in the 
Warren County R-III School 
District).  I know not just anyone 
gets to come into your buildings 
and interact with your staff and 
students, and I’m very grateful 
for the privilege. 
 
If you’d like us to come to your 
school to talk with kids about 
severe weather, or earthquakes, 
or tectonics and seismicity, or 
social engineering (that’s a new 
one), please reach out to us. 
 
Working with adults is a big part 
of the job, but working with kids 
is the best part.   
 

 

Thank you!   
 

I hope you’ve enjoyed the April, 2022 issue of SitRep – the monthly 
newsletter of the Warren County Emergency Management Agency.  
More to the point, I hope you’ve found information that is of value to 
you. 
 

If you would like to see a particular issue or topic addressed, please 
feel free to contact me, and of course I value your feedback.  Thanks 
very much! 
 

Jim Sharp, MCP, MoCEM – DSN #1700 
Warren County Emergency Management Director 

jsharp@warrencountymo.org 
 


